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a. MFC 2743 #7
b. 8 P IR 7 2%
(1) sub_402450 : rdtsc: R [AIFRZE 4552 N EDX:EAX

(2) sub_402DEO: XJ b od FfERS: 0x00404000 Ak, HFAERS N A
debug043:01DDFDE8 db 55h; U
debug043:01DDFDE9 db 0FOh
debug043:01DDFDEA db 33h; 3
debug043:01DDFDEB db 0C9h
debug043:01DDFDEC db  8%h
debug043:01DDFDED db 4Bh ; K
debug043:01DDFDEE db 4
debug043:01DDFDEF db  89h
debug043:01DDFDF0 db 0Bh
debug043:01DDFDF1 db 6Ah ;]
debug043:01DDFDF2 db 0
debug043:01DDFDF3 db 0E8h
debug043:01DDFDF4 db 40h ; @
debug043:01DDFDF5 db 0D1h
debug043:01DDFDF6 db 0FFh
debug043:01DDFDF7 db 0FFh
debug043:01DDFDF8 db  59h;Y
debug043:01DDFDF9 db 0ESh
debug043:01DDFDFA db  83h
debug043:01DDFDFB db OFDh
debug043:01DDFDFC db OFFh
debug043:01DDFDFD db 0FFh
debug043:01DDFDFE db  83h
debug043:01DDFDFF db  7Dh; }
debug043:01DDFE00 db OFCh
debug043:01DDFEO1 db 0
debug043:01DDFE02 db  75h ;u
debug043:01DDFEO03 db OEh
debug043:01DDFE04 db  83h
debug043:01DDFEO5 db  7Dh; }
debug043:01DDFE06 db OF8h
debug043:01DDFEO07 db 0



(3) sub_402280 : FindWindowA( ClassName = Progman)
FIWTAHERE TN explorer.exe

(4) sub_402150 : OpenProcess(csrss.exe): SeDebugPrivilege AR 7] LLFTFF csrss.exe

(5) sub_402390 : PEB.NtGlobalFlag 13t G @bz &

Ring 3 H#,
Fs f& 17 GDT H(1) 0x3B B, >N TEB kit
ntdll!_TEB
+0x000 NtTib . NT_TIB
+0x01c EnvironmentPointer : Ptr32 Void
+0x018 Self :Ptr32 //TEB
+0x020 Clientld : _CLIENT_ID

+0x028 ActiveRpcHandle : Ptr32 Void
+0x02c ThreadLocalStoragePointer : Ptr32 Void
+0x030 ProcessEnvironmentBlock : Ptr32 PEB
+0x034 LastErrorValue : Uint4B

+0x038 CountOfOwnedCriticalSections : Uint4B
+0x03c CsrClientThread : Ptr32 Void

+0x040 Win32ThreadInfo : Ptr32 Void
+0x044 User32Reserved  : [26] Uint4B
+0x0ac UserReserved : [5] Uint4B
+0x0c0 WOW32Reserved : Pt32 Void
+0x0c4 CurrentLocale - Uint4B

+0x0c8 FpSoftwareStatusRegister : Uint4B
+0x0cc SystemReservedl : [54] Ptr32 Void

+0x1a4 ExceptionCode : Int4B

+0x1a8 ActivationContextStack : _ ACTIVATION_CONTEXT_STACK
+0x1bc SpareBytesl : [24] UChar

+0x1d4 GdiTebBatch : _GDI_TEB_BATCH

+0x6b4 RealClientld : _CLIENT_ID

+0x6bc GdiCachedProcessHandle : Ptr32 Void

+0x6¢0 GdiClientPID : Uint4B

+0x6c4 GdiClientTID :Uint4B

+0x6¢8 GdiThreadLocallnfo : Ptr32 Void
+0x6cc Win32Clientinfo  : [62] Uint4B
+0x7c4 glDispatchTable : [233] Ptr32 Void
+0xb68 glReservedl : [29] Uint4B
+0xbdc glReserved?2 : Ptr32 Void
+0xbe0 glSectioninfo : Ptr32 Void
+0xbe4 glSection : Ptr32 Vod



+0xbe8 glTable : Ptr32 Voi

+0xbec glCurrentRC : Ptr32 Void

+0xbf0 glContext : Ptr32 Void

+0xbf4 LastStatusValue : Uint4B

+0xbf8 StaticUnicodeString : _UNICODE_STRING
+0xc00 StaticUnicodeBuffer : [261] Uint2B

+0xe0c DeallocationStack : Ptr32 Void

+0xel0 TlsSlots : [64] Ptr32 Void
+0xf10 TIsLinks . _LIST_ENTRY
+0xf18 Vdm : Ptr32 Void

+0xflc ReservedForNtRpc : Ptr32 Void
+0xf20 DbgSsReserved - [2] Ptr32 Void
+0xf28 HardErrorsAreDisabled : Uint4B
+0xf2c Instrumentation : [16] Ptr32 Void

+0xf6c WinSockData : Ptr32 Void
+0xf70 GdiBatchCount : Uint4B
+0xf74 InDbgPrint - UChar
+0xf75 FreeStackOnTermination : UChar
+0xf76 HasFiberData : UChar
+0xf77 ldealProcessor  : UChar
+0xf78 Spare3 :Uint4

+0xf7c ReservedForPerf : Ptr32 Void
+0xf80 ReservedForOle  : Ptr32 Void
+0xf84 WaitingOnLoaderLock : Uint4B
+0xf88 Wx86Thread . _Wx86ThreadState
+0xf94 TlIsExpansionSlots : Ptr32 Ptr32 Void
+0xf98 ImpersonationLocale : Uint4B

+0xf9c IsImpersonating : Uint4B

+0xfa0 NIsCache : Ptr32 Void
+0xfa4 pShimData : Ptr32 Void
+0xfa8 HeapVirtual Affinity : Uint4B

+0xfac CurrentTransactionHandle : Ptr32 Void

+0xfb0 ActiveFrame :Ptr32 _TEB_ACTIVE_FRAME
+0xfb4 SafeThunkCall : UChar
+0xfb5 BooleanSpare - [3] UChar

ntdll! PEB

+0x000 Inherited AddressSpace : UChar

+0x001 ReadlmageFileExecOptions : UChar

+0x002 BeingDebugged : UChar

+0x003 SpareBool : UChar

+0x004 Mutant : Ptr32 Void

+0x008 ImageBaseAddress : Ptr32 Void

+0x00c Ldr :Ptr32 PEB LDR DATA



+0x010 ProcessParameters : Ptr32 RTL USER PROCESS PARAMETERS
+0x014 SubSystemData : Ptr32 Void

+0x018 ProcessHeap : Ptr32 Void

+0x01c FastPebLock :Ptr32 RT CRITICAL SECTION

+0x020 FastPebLockRoutine : Ptr32 Void

+0x024 FastPebUnlockRoutine : Ptr32 Void

+0x028 EnvironmentUpdateCount : Uint4B

+0x02¢ KernelCallbackTable : Ptr32 Void

+0x030 SystemReserved  :[1] Uint4B

+0x034 AtlThunkSListPtr32 : Uint4B

+0x038 FreeList :Ptr32 PEB FREE BLOCK
+0x03c¢ TIsExpansionCounter : Uint4B
+0x040 TlsBitmap : Ptr32 Void

+0x044 TlsBitmapBits : [2] Uint4B

+0x04c ReadOnlySharedMemoryBase : Ptr32 Void
+0x050 ReadOnlySharedMemoryHeap : Ptr32 Void
+0x054 ReadOnlyStaticServerData : Ptr32 Ptr32 Void
+0x058 AnsiCodePageData : Ptr32 Void

+0x05¢ OemCodePageData : Ptr32 Void

+0x060 UnicodeCaseTableData : Ptr32 Void

+0x064 NumberOfProcessors : Uint4B

+0x068 NtGlobalFlag : Uint4B

+0x070 CriticalSectionTimeout : LARGE INTEGER
+0x078 HeapSegmentReserve : Uint4B

+0x07c HeapSegmentCommit : Uint4

+0x080 HeapDeCommitTotalFreeThreshold : Uint4B
+0x084 HeapDeCommitFreeBlockThreshold : Uint4B
+0x088 NumberOfHeaps : Uint4B

+0x08c MaximumNumberOfHeaps : Uint4B

+0x090 ProcessHeaps : Ptr32 Ptr32 Void
+0x094 GdiSharedHandleTable : Ptr32 Void

+0x098 ProcessStarterHelper : Ptr32 Void

+0x09¢ GdiDCAttributeList : Uint4B

+0x0a0 LoaderLock : Ptr32 Void

+0x0a4 OSMajorVersion  : Uint4B

+0x0a8 OSMinorVersion  : Uint4B

+0x0ac OSBuildNumber : Uint2B

+0x0ae OSCSDVersion : Uint2B

+0x0b0 OSPlatformld : Uint4B

+0x0b4 ImageSubsystem  : Uint4B

+0x0b8 ImageSubsystemMajorVersion : Uint4B
+0x0bc ImageSubsystemMinorVersion : Uint4B
+0x0c0 ImageProcessAffinityMask : Uint4B

+0x0c4 GdiHandleBuffer :[34] Uint4B



+0x14c¢ PostProcessInitRoutine : Ptr32 void
+0x150 TlsExpansionBitmap : Ptr32 Void

+0x154 TlsExpansionBitmapBits : [32] Uint4B
+0x1d4 Sessionld : Uint4B

+0x1d8 AppCompatFlags : ULARGE INTEGER
+0x1e0 AppCompatFlagsUser : ULARE INTEGER

+0x1e8 pShimData : Ptr32 Void
+0x1ec AppCompatinfo : Ptr32 Void
+0x1f0 CSDVersion : _UNICODE STRING

+0x1f8 ActivationContextData : Ptr32 Void

+0x1fc ProcessAssemblyStorageMap : Ptr32 Void

+0x200 SystemDefaultActivationContextData : Ptr32 Void
+0x204 SystemAssemblyStorageMap : Ptr32 Void

+0x208 MinimumStackCommit : Uint4B

(6) sub_402410 : NtSetInformationThread(threadInformationClass = ThreadHideFromDebugger)
A A A

(7) sub_4023A0 : Al 55 ZF 472 dr0 ~ dr3

(8) sub_4027C0 : Far U4 B 1) SRS AR 7 o

0244FD20
0244FD30
0244FD40
0244FD50
0244FD60
0244FD70
0244FD80
0244FD90
0244FDAO
0244FDBO0
0244FDCO0
0244FDDO
0244FDEO
0244FDFO0
0244FE00
0244FE10
0244FE20
0244FE30
0244FE40
0244FE50

5C5C2E5C50524F 43 4558503135320000 \W\PROCEXP152..
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

5C5C2E 5C 45585452 454D 000000000000 W\EXTREM......
00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 ................

5C5C2E 5C 4649 4C 45 4D 0000 0000000000 \\FILEM.......

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

5C5C2E 5C46494C45 5658470000000000 W\FILEVXG.....
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
5C5C2E5C49434545 5854 000000000000 \MCEEXT......

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
5C5C2E5C4E 444247 4D 5347 2E 56 58 4400 \.\NDBGMSG.VXD.
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

5C5C2E 5C52494E 47 300000 0000000000 \W\RINGO.......
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................



0244FE60 5C 5C 2E 5C 534943 45 00 00 00 00 00 00 00 00 \WASICE........
0244FE70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

0244FE80 5C 5C 2E 5C 5349 57 56 49 44 00 00 00 00 00 00 WASIWVID......
0244FE90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

0244FEA0 5C 5C 2E 5C 54 525700 00 00 00 00 00 00 0000 WATRW.........
0244FEBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

0244FECO0 5C5C2E5C5350434F 4D 4D 41 4E 44000000 \WASPCOMMAND...
0244FEDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

0244FEE0 5C 5C 2E 5C 53 59 5345 5200 00 00 00 00 0000 WASYSER.......
0244FEF0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

0244FF00 5C 5C2E 5C 53595345 5242 4F4F 54000000 \W\SYSERBOOT...
0244FF10 00 00 00 00 00 00 00 00 00 00 00 00 00000000 ................

0244FF20 5C 5C2E 5C 53595345 524442474D 534700 \\SYSERDBGMSG.
0244FF30 00 00 00 00 00 00 00 00 00 0000 0000000000 ................

0244FF40 5C5C2E5C 53595345 524C414E 47554147 \W\SYSERLANGUAG
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